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Eavesdropping Countermeasures

RF Attenuation and Wireless Security

GlassLock’s SpyGuard Technology

provides customized film, glass

and architectural surfaces for radio frequency (RF) Electromagnetic

Interference (EMI) attenuation/eavesdropping countermea-

sures/wireless security as-well-as blast hazard reduction for physical

security concerns.

A recent (May 2005) GAO report con-
cerning wireless security disclosed the
ease of gaining access to over 1,000
wireless networks with in a 15 block
area in Washington DC with just a
common network scanner!

Significant “signal leakage” (wireless
network signals traveling beyond an
organization’s perimeter) allowed for
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Few people are fully aware of the threats of remo:tné e;vesdropping
through window glass. Some of these methods are effective at dis-
tances up to or beyond a quarter mile. Proven eavesdropping meth-
ods are:
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e Recording meetings and conversations using laser microphones N E ﬁf's
e Recording radio frequency emissions and the electromagnetic g ‘. 7 J F;Q‘-‘!
energy that leaks from computers, printers, facsimiles, cellular “IA‘ T WL ((@

telephones, and other electronic devices.

Capturing infra-red signals from wireless PDA'’s, laptops and IR
communication systems.
(o TsldilglsleR-Ta (s Ri-lsi FldlsleMe]oldle-IMM [ addition to providing wireless network protection, a significant

bandwidth that emanates from extra benefit of the optically clear SpyGuard Technology is that it

[ole]pa]s]Uju=I g [l L\ R e M-I s [Sdabledll provides 50-75% total solar energy reduction (TSER). This equates
the entire image on the monitor. to energy savings.

Electromagnetic Signals
In an Office environment
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GlassLock offers a complete product line of patented
window solutions called SpyGuard. Tested at highest
government levels and proven to mitigate virtually all
forms of electronic eavesdropping, SpyGuard products
provide Tempest and Wireless security requirements
mitigation. Also available in fragment retention film
and laminated glass, SpyGuard can provide total physi-
cal protection and information security in one installa-
tion.
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Eavesdropping Countermeasures

SpyGuard glass and architectural sur-
face coatings have been approved and
installed at the highest levels of Gov-
ernment security operations as-well-as
in private and commercial applications
Electromagnetic signals can be inter-
cepted and processed permitting certain
amounts of information to be recon-
structed. Basically, anything with a
microchip, diode, or transistor, gives off
these fields. Fax machines, computer
monitors, external disc drives, CD-R
drives, scanners, printers and other
high bandwidth peripherals can act as
transmitters.

The Electromagnetic Spectrum
Chart by LASP/University of Colorado, Boulder
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